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Overview 
•  What is ICD 501? 
•  What is Mul2‐Level Security? 
•  What’s the connec2on between ICD 501 and 
Mul2‐Level Security? 

•  How is Mul2‐Level security achieved today? 
•  A Demonstra2on of Mul2‐Level Security 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ICD 501 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ICD 501, Cont. 
•  ICD 501 succinctly outlines the roles, rights and 

responsibili2es of the Intelligence Community (IC) with 
regards to the ‘Discovery and DisseminaSon or Retrieval 
of InformaSon within the Intelligence Community’.  

•  A review of these policies reveals that many of the 
outlined responsibiliSes will require the adopSon of new 
technologies to maximize their effecSveness. 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6 Policies Related to Technology in ICD 501 

•  Responsibility to Provide 
•  Responsibility to Discover 
•  Responsibility to Request 
•  Privacy Rights and Civil Liber:es 
•  User Authoriza:on and Audi:ng 
•  Responsibili:es of IC Leaders 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ICD 501 Compliance 
•  These policies are all quite difficult to meet in isolaSon and 

almost impossible to meet in combinaSon. 

•  PalanSr is the only product that does meet all of these 
requirements out‐of‐the‐box today 
–  (see our white paper) 

•  But what does this have to do with MulS‐Level Security? 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What is MulS‐Level Security? 
Mul$‐Level Security refers to a security 
environment in which ‐  
 many users with:  

   mul2ple and varying access permissions 
 can uSlize data with:  

mul2ple and varying access restric2ons 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ICD 501 means MulS‐Level Security 
•  The first 3 issues = Providing Data Access 

–  Responsibility to Provide (D.2.a)  
–  Responsibility to Discover (D.3)  
–  Responsibility to Request (D.4.a)  

•  The next 2 issues = RestricSng Data Access 
–  Privacy Rights and Civil Liber:es (D.6)  
–  User Authoriza:on and Audi:ng (E.2.a‐b) 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What does this mean in PracSce? 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How is this handled today? 
•  Clearly the current security challenge can be 
framed in terms of mulS‐level security 

•  So how do we deal with this issue today? 

        …it turns out that in general we don’t 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Network Level Security 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System Level Security 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Table Level Security 
A  B  C  D  E  F 

1  2  3  4  5  6 

7  8  9  10  11  12 

Γ
 Ω
 Χ
 Δ
 ς
 Φ


I II III IV V VI 
VII VIII IX X XI XII 
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Row Level Security 
A  B  C  D  E  F 

1  2  3  4  5  6 

7  8  9  10  11  12 

13  14  15  16  17  18 

19  20  21  22  23  24 

25  26  27  28  29  30 

31  32  33  34  35  36 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Cell Level Security 
A  B  C  D  E  F 

1  2  3  4  5  6 

7  8  9  10  11  12 

13  14  15  16  17  18 

19  20  21  22  23  24 

25  26  27  28  29  30 

31  32  33  34  35  36 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DEF 

ABC 

DEF 

ABC ABC 

DEF DEF 

GHI GHI GHI 

JKL 

MNO MNO MNO MNO 

PQR PQR 
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Sub‐Cell Level Security 
Each Card may have informaSon 
about: 

•  The Value of the Cell 
•  When the Cell was Created / 
Modified 

•  Which User Created / Modified 
the Cell 

•  The Access Control on the 
Specific Card 

•  The Source from Which the 
Card was Derived 



DEF DEF DEF 

17 

DEF 

Access Control Restricted To: 
•  Group 1 
•  Group 2 
•  Group 3 

User Granted Permission To: 
•  Group 3 
•  Group 4 
•  Group 5 

Access and Permission with Sub‐Cell Level Security 



The Degree of Access 

Access Control 
Restricted To: 
•  Group 1 
•  Group 2 
•  Group 3 

DEF Degrees of Access: 
•  Owner 
•  Write 
•  Read 
•  None 

•  Discovery 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Let’s Actually take a Look 
Administrator –  

• Has access to all data 

User One – the Unclassified User 

• Un‐Classified Data 
• Program A Data 

User Two – the Classified User 
• Un‐Classified Data 
• Classified Data  19 



And the Beat Goes on 

“Shortly before leaving office, Director McConnell issued a direcSve, 
Intelligence Community DirecSve 501… ICD 501 moved the Community very 
much in the right direcSon. We need to press for complete implementa:on 
of that direc:ve.”  

“The stove pipes are sSll there and we sSll have much work to break through 
them.”  



Conclusions 
•  ICD 501 means MulS‐Level Security 

•  PalanSr meets the requirements of ICD 501 
out‐of‐the‐box today 

•  Responsibili$es of IC Leaders (G.2.i) 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QuesSons? 

and Thank You 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